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Brighter Places 

Privacy Notice for Tenants 

 

Introduction 

Brighter Places is committed to ensuring that its tenants’ privacy is protected, and that all the 

personal data we collect and process from them is used in accordance with the UK-GDPR 

and the Data Protection Act. 

This Privacy Notice sets out why we collect personal information, how we use it and who we 

may share it with. It also explains individuals’ rights under the UK-GDPR. 

If we ask for information which can be used to identify an individual, we will only use it in 

accordance with this Privacy Notice. 

We use the personal information collected by and submitted to us for the purposes of providing 

homes and services within local communities throughout Bristol and the surrounding areas.  

 

We are a Registered Social Landlord (RSL) and are regulated by the Regulator of Social 

Housing (RSH). We therefore also need to collect, process and retain data in relation to our 

statutory duties and for other legal reasons. 

Brighter Places as the Data Controller 

Brighter Places is a data controller, meaning that it determines and implements various 

processes for how it uses personal information.  

Our contact details for any questions about how we use personal data are:  

E-mail: dataprotection@brighterplaces.co.uk 

Post: Data Protection Officer, Brighter Places, Eden House, Eastgate Office Park, Eastgate 

Road, Bristol BS5 6XX  

Data protection principles 

In collecting and processing personal data, we will: 

• Process it fairly, lawfully and in a clear, transparent way 
• Collect it only for reasons that we consider proper for us to be able to conduct a 

relationship with our leaseholders 



 

Brighter Places  
September 2021 

• Only use it in ways we have explained and that our leaseholders have consented to 
• Ensure as far as possible that the information we hold is correct and up to date 
• Keep it only for as long as we need it  
• Store it securely 

Why we collect information from tenants 

We collect and process our tenants’ personal information because they have entered into, or 

wish to enter into, a contract with us in the form of a tenancy agreement for one of our 

properties, and to enable us to deliver services to our tenants while they are living in our 

properties. This is the legal basis for processing the information. 

We need to keep tenants’ information on file for rent collection and service provision, to contact 

them about any issues regarding their tenancy agreement and to provide them with other 

services, as and when required. 

The information we collect from tenants 

We collect personal information about our tenants and also, depending on their circumstances 

and living arrangements, about their families, next of kin and the people who live with them, 

including children. 

 

The list below gives provides examples of the kind of information we collect. This may not be 

a complete list of the data we may ask for, as this sometimes depends on individual tenants’ 

needs and the services we provide to them: 

 

• Name 

• Contact details (e.g. phone numbers and e-mail addresses) 

• National Insurance number 

• Dates of birth 

• Address 

• Copies of identification documents provided to us 

• Employment details 

• Other details about the tenant’s household (including information about other people 

living in the property, including children), their specific housing needs and their 

tenancy agreement 

• Rent and service charge information, including details of any arrears 

• Financial information, including credit checks, income details, bank details, housing 

benefit information and any guarantor/trustee/deputee details. 

• References (e.g. from a previous landlord). 

• Emergency contact details, next of kin and any advocates 
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• Information about any accidents or incidents which involve individuals or their home 

• Information about any complaints made by tenants or which relate to individuals or 

their property 

 

We may also collect, hold and use information which is defined in the UK-GDPR as ‘special 

category’ (sensitive) data. This may be about the tenant, their next of kin, partner/ spouse, 

or children who live with them. 

 

This information can include: 

• Medical information 

• Physical and/or mental health needs (including any disabilities and medication) 

• Equality and diversity information including racial or ethnic 

origin, religious beliefs, political opinions, trade union 

membership and sexual orientation 

 

Our Data Protection Officer can respond to any questions or concerns about the data we 

collect. They can be contacted as follows: 

 

E-mail: dataprotection@brighterplaces.co.uk 

Post: Data Protection Officer, Brighter Places, Eden House, Eastgate Office Park, Eastgate 

Road, Bristol BS5 6XX  

How we collect personal information from tenants 

Personal information may be provided to us by our tenants at different times during a tenancy 

agreement. For example, when someone applies for housing, enters into a tenancy or 

tenancy support agreement with us, or agrees a support plan.  

 

Information about our tenants is also sometimes provided to us by third parties. These can 

be organisations who work on our behalf, for example, managing agents and contractors, 

or other organisations and bodies we work with. These include the Department for Work 

and Pensions (DWP), care and support providers, local authority departments, the Police, 

and voluntary agencies such as the Citizen’s Advice Bureau.  

 

We may also request information from previous landlords, banks, family members and 

advocates. 

 

 

 

 

 

about:blank
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How we use leaseholders’ personal information 

The following list does not describe all the ways we may use personal information, as this will 

depend on each tenants’ specific needs and service requirements:  

• To allocate homes 

• To manage our tenancies (including collecting rent and other charges)  

• To provide key services including repairs, home ownership, ongoing support, and 

benefit advice 

• To make financial arrangements related to individuals’ homes, such as to enable 

automatic rent payment through Direct Debit or housing benefit payments, set up 

council tax payments or deal with any mortgage arrangements 

• To set up arrangements relating to individuals’ homes, such as informing the Local 

Authority departments of tenancy arrangements for council tax and housing benefit 

purposes 

• To help other people or companies to provide services or utilities to individuals’ 

homes or to contact them to arrange these services. This may include, when 

tenants first move in, to set up payments or to contact them about any unpaid bills 

while they live in their home and/or after they leave their home 

• To investigate and address complaints, accidents or incidents and prevent 

recurrences 

• To give information to our staff to enable them to provide services to tenants to 

meet their needs and to train and protect them where necessary 

• To act in someone’s best interests where we have concerns about a person’s 

health or welfare and may need to involve agencies such as Social Services or the 

Police 

• To ensure fair and equal access to our services for all our tenants 

• To help us compile information so that we can plan and improve the services we 

provide, personalise our services and meet our tenants’ needs in the best possible 

way 

• To provide care and support services or work alongside other organisations who 

provide these services and to deal with any issues concerning the services. 

• To meet our legal and regulatory requirements and show that we are meeting our 

obligations as a landlord (including allowing access to information when we are 

audited) 

• To help us put together statistics to give to our regulator or other government 

organisations. 

• To provide information about Brighter Places, including our newsletter. 

• To provide references to third parties when we are asked to (such as to a new 

landlord) 

• To prevent and detect crime and promote safety in our properties 
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Our Data Protection Officer can respond to any questions or concerns about the ways we use 

the personal data we collect. They can be contacted as follows: 

 

E-mail: dataprotection@brighterplaces.co.uk 

Post: Data Protection Officer, Brighter Places, Eden House, Eastgate Office Park, Eastgate 

Road, Bristol BS5 6XX. 

How long we keep tenants’ personal information 

We only keep tenants’ data for as long as we need it to carry out the activities outlined in this 

Notice.  

In line with our Data Retention Schedule, this will be throughout the period of a tenancy 

agreement and for a maximum of six years afterwards or, if we are in dispute with a tenant, 

until legal proceedings have ended, whichever is longer. After the end of the retention period, 

the data will be securely deleted from our records and destroyed. 

We may need to retain some data indefinitely if we are required to do so by law, for example 

statutory consultation documents, and in cases of permission to make alterations to properties. 

‘Special category’ data 

Under the UK-GDPR certain personal information is classed as ‘special category’ data. This 

is information relating to racial or ethnic origin, political opinions, religious or philosophical 

beliefs, trade union membership, genetic data, biometric data, data concerning health and 

data about sexual orientation. 

We minimise the collection and use of special category personal information and it is not 

normally necessary to collect this type of data from a leaseholder. However, a leaseholder 

may sometimes choose to volunteer information of this kind to help us better understand their 

needs. 

We will always seek consent to hold this data and provide details about how we will use it, 

including who it may be shared with.  

Consent 

Individuals have the right to withdraw their consent for us to use their data at any time but it is 

important to note that if we are not provided with all the information we have requested, or 

limits are placed on the information we can use, we may be unable to provide relevant 

services, or continue to consider requests or applications for housing.  

about:blank
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Sharing information with other organisations 

We securely retain personal information, which may sometimes include confidential and 

sensitive information, for example about an individual’s health or criminal record, so that we 

can provide our tenants with the services they require, and to maintain a record of those 

services.  

 

Information may be disclosed to other organisations so that we can provide services as a 

landlord. It will only be shared under strict conditions ensuring its privacy and security.  Once 

any third-party services have been delivered, personal information may be retained for a 

specified period to enable any further services to be delivered or to allow us to manage 

ongoing services. 

 

We may share personal information with the following third parties from time to time, to provide 

services tenants are legally entitled to, and where we are legally obliged to do so: 

• Police 

• HMRC 

• Local authorities, the NHS and Primary Care Trusts 

• Legal Advisors, the courts and our insurers and auditors 

• Contractors providing maintenance and other housing related services 

• Consultants providing services to us 

• Language translation services 

• Mortgage companies (e.g. forfeiture action) 

• Utility and telephone companies 

• Mediation partner organisations 

• External assistance where a leaseholder has agreed to a referral, e.g. to help with 

money problems 

• The Regulator of Social Housing 

• Credit checking agencies and debt recovery agents 

• A nominated third party where we have been given permission 

• Organisations to arrange payments through a secure service (e.g. banks, to set up 

Direct Debits) 

• Financial institutions to confirm affordability 

• Companies that help us mail out newsletters etc. 

• Training providers or learning organisations - where a referral has been agreed 

Some examples of when we will share personal information where we are legally obliged to 

do so are 

• to comply with the law (e.g. if requested by the police, health authorities, HMRC or 

government departments) 
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• for the detection and prevention of crime, prosecution of offenders and for the detection 

and prevention of fraud 

• to seek legal advice or in connection with court proceedings or statutory action to 

enforce compliance with a lease, or when obliged to refer cases to the First Tier 

Tribunal (Property Chamber) Residential Property for a decision 

• where there is a clear health and safety risk 

• where there are child protection and safeguarding issues 

• where there is a clear risk to leaseholders, staff and others 

We also share personal information with the Government (Ministry for Housing Communities 

and Local Government) for research and statistical purposes. For more information on what 

we share and why please see the Privacy Notice for tenants/buyers of social housing (CORE). 

This can be found on our website, or a paper copy can be provided on request requested from 

the Tenancy Team. 

Data security 

We are committed to ensuring that personal information is stored securely. In order to prevent 

unauthorised access or disclosure, we have put in place suitable physical, electronic and 

managerial procedures to safeguard and secure the information we collect, process and 

share. 

Whilst the majority of the IT systems that we use are based within the UK, Brighter Places 

may also use the following systems, which means that for the purposes of the UK-GDPR 

personal data may sometimes be stored electronically outside the European Economic Area 

(EEA): 

• Microsoft Cloud 

• Google 

• Dropbox 

This does not in any way affect the way we process personal data. 

Individuals’ rights in relation to personal data 

 

The UK-GDPR and other laws on data protection give certain rights to individuals in relation 

to the personal data we hold and process. These are: 

• The right to be informed 

o Individuals have the right to ask BP’s purposes for processing their personal 

data, how long BP will retain that data, and who BP will share it with.  

o This information is provided in this Privacy Notice. 

 

about:blank
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• The right to erasure 
o Individuals have the right to have personal data erased, also known as ‘the 

right to be forgotten’ 
 

• The right to rectification 
o Individuals have the right to have inaccurate personal data rectified, or 

completed if it is incomplete 
 

• The right to data portability 
o Individuals have the right to data to obtain and reuse their personal data for 

their own purposes across different services; to move, copy or transfer 
personal data easily from one IT environment to another in a safe and secure 
way, without affecting its usability 
 

• The right to object 
o Individuals have the right to object to the processing of their personal data in 

certain circumstances 
o This is usually applicable to activities such as direct marketing, for example, 

the newsletters Brighter Places occasionally sends to its leaseholders and 
tenants 

o All Brighter Places’ e-mail newsletters contain an ‘unsubscribe’ link 
 

• The right to restrict processing 
o Individuals have the right to request the restriction or suppression of their 

personal data. This is not an absolute right and only applies in certain 
circumstances. 

o When processing is restricted, organisations are permitted to store the 
personal data, but not use it 

o We reserve the right in some cases to continue to use personal data if we are 

legally obliged to and/or where we consider processing to be necessary and 

can claim a lawful basis or legitimate interest for doing so. 

 

• Rights in relation to automated decision making and profiling 
o Individuals have the right to object to automated individual decision-making 

(making a decision solely by automated means without any human 
involvement); and profiling (automated processing of personal data to 
evaluate certain things about an individual).  

o Brighter Places does not carry out automated decision making or profile data 
 

To exercise any of the rights explained above, please contact our Data Protection Officer:  

E-mail: dataprotection@brighterplaces.co.uk 

Post: Data Protection Officer, Brighter Places, Eden House, Eastgate Office Park, Eastgate 

Road, Bristol BS5 6XX  

about:blank
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Subject Access Requests (SARs) 

Our tenants have the right at any time to ask what information we hold about them and how 

we use it.  This is called a Subject Access Request (SAR). 

 

A SAR can be made verbally to a Brighter Places employee, for example by phone, or in 

writing. Written SARs should be addressed to the Data Protection Officer via e-mail at 

dataprotection@brighterplaces.co.uk or posted to Brighter Places, Eden House, Eastgate 

Office Park, Eastgate Road, Bristol. BS5 6XX. 

In most cases we will not charge a fee for responding to a SAR. However, where the request 

is considered to be unfounded or excessive (e.g. a request has been made and addressed to 

our satisfaction within the law multiple times, but the individual persists in making it), we are 

permitted to charge a “reasonable fee” for the administrative costs of complying with the 

request. The Data Protection Officer will decide on a case-by-case basis if a fee is applicable 

on these grounds.  

We can also charge a reasonable fee if an individual requests further copies of their data 

following an initial SAR. The fee must be based on the administrative costs of providing further 

copies. 

As per the Information Commissioner’s Office’s (ICO) guidelines, we must respond to all SARs 

within one month of receipt. We are permitted to extend the time to respond by a maximum of 

a further two months if a request is particularly complex or a number of different requests have 

been made by a single individual. We must contact the individual within one month of receiving 

their request to explain why the extension is necessary. 

 

If we have any doubts about the identity of the person making the request, proof of identity 

can be demanded before the information can be provided. We must let the individual know as 

soon as possible if more information is required from them to confirm their identity before 

responding to their request. The period for responding to the request begins when BP receives 

the additional information. 

 

If we are asked to process a large amount of information about an individual, we can ask for 

more information to clarify the request. We must let the individual know as soon as possible if 

more information is required from them before we can respond to their request. The period for 

responding to the request begins when BP receives the additional information. 

 

If an individual refuses to provide additional information on request, BP must still endeavour 

to comply with their request by making reasonable searches for the information they have 

asked for. 

about:blank
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Information Commissioner’s Office (ICO) 

The ICO is the supervisory authority in the UK for data protection matters. More information 

about the UK-GDPR, individuals’ rights, how to assert them and how to make a complaint is 

available from the Information Commissioner’s Office (ICO).  

The ICO’s website is at https://ico.org.uk/ 

The ICO’s telephone number is 0303 123 

Information Commissioner’s Office (ICO) 

The ICO is the supervisory authority in the UK for data protection matters. 

More information about the UK-GDPR, individuals’ rights, how to assert them and how to 

make a complaint is available from the Information Commissioner’s Office (ICO).  

The ICO’s website is at https://ico.org.uk/ 

The ICO’s telephone number is 0303 123 1113 

Questions about Brighter Places’ Tenants’ Privacy Notice 

This privacy notice was drafted with brevity and clarity in mind and does not provide exhaustive 

details of every aspect of Brighter Places’ methods for the collection and use of personal 

information. We are happy to answer any questions or provide a copy of our full Data 

Protection Policy on request.  

E-mail: dataprotection@brighterplaces.co.uk 

Post: Data Protection Officer, Brighter Places, Eden House, Eastgate Office Park, Eastgate 

Road, Bristol BS5 6XX  
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